MEMORY 
18 



SOFTWARE 
20 



DATA 
22 



KEY INTERFACE 
24 



r 



12 



U 
S 
E 
R 

I 

N 
T 
E 
R 
F 
A 
C 
E 
34 



KEY INTERFACE 
36 



CPU 
26 



MEMORY 
28 



SOFTWARE 
30 



DATA 
32 



NETWORK INTERFACE 
38 



NETWORK 
16 



^1 



NETWORK INTERFACE 
50 



SERVER 
14 



CPU 
40 



MEMORY 
42 



SOFTWARE 
44 



DATA 
46 



USER INTERFACE 
48 



FIG. 1 



FIG. 2A 




FIG. 2C 



SENSE KEY INSERTION OR PRESENCE 
(E.G. PLUG AND PLAY, DISCOVERY) 

X 




AUTHENTICATED? 
' YES 



HAVE USER REENTER 
AUTHENTICATION INDICIA 
OR END PROCESS 



EXECUTE KEYLETS BASED ON AUTHENTICATION 
(I.E. SECURITY LEVEL, USER, ETC.) 



-120 



© 



FIG. 3A 



1 

ACCESS DATA FROM KEY AS NECESSARY 
BASED ON AUTHENTICATION 



UPDATE KEY BASED ON USER INTERACTION, 
IF DESIRED (E.G. AUTOMATICALLY, 
SCHEDULED EXIT, OR USER REQUEST) 



MONITOR FOR DE-INSERTION OR 
LOSS OF PRESENCE 




USER INTERACTION 



FIG. 3B 



CO 

^ LU 
CO 



WEB 
SERVLETS 
66 




THIRD 
PARTY 
SERVICES 
70 





III 



O LLJ 



^"Mi 



CO 
LU 

>< uZol 

< 
Q 



LOGO 
78 



r 1 



ML AREA 
80 



LAUNCH 
BUTTON 



HELP 



END 



r 
r 



FIG. 5 



LOGO 
78 



ML AREA 
80 



MY 
BOOKMARK 



E-CART 



LAUNCH 
BUTTON 



-90 
-92 



l 

I HELP [ 

I 1<-8 

| END [ 



82 



FIG. 6 



WEB-BASED 
DESIGN/INPUT 
94 



LOGO 
78 



CONTENT 
PUSH SERVICE 



PUSH 
SERVLET 



PUSH 
KEYLET 
100 



ENCRYPTED 
ML FILE 
102 



-96 



ML AREA 
80 



LAUNCH 
BUTTON 





i end r~~' 



■84 



FIG. 7 



